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Abstract: The Digital Product Passport (DPP) is a concept for collecting and sharing product-related
information along the life cycle of a product. DPPs are currently the subject of intense discussion,
and various development efforts are being undertaken. These are supported by regulatory activities,
especially in the case of the battery passport. The aggregation of product life-cycle data and their
respective use, as well as the sharing of these data between companies, entrepreneurs, and other
actors in the value chain, is crucial for the creation of a resource-efficient circular economy. Despite the
urgent need for such a solution, there is currently little attention given to the digital infrastructure
for the creation and handling of the DPPs (i.e., the so-called DPP system). Moreover, there is so far
no common understanding of what the requirements for a DPP system are. This is the background
and underlying motivation of our paper: we identify the requirements for a DPP system in a

structured way, i.e., based on stakeholder involvement and current literature from science and
check for

updates industry. In addition, we compose, categorize, and critically analyze the results, i.e., the list of
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formulated his idea of the Internet of Things back in 1999, and we see today, over 20 years
later, that we still face many of the same questions and challenges.

- Now, we have the opportunity to put the thoughts of Kevin Ashton into practice by
mapping them to the information that can be gained through the digital analysis of data,
data that will be created due to new information obligations in the EU linked to the intro-
duction of digital product passports (DPPs) [1]. DPPs can allow the envisioned exchange of
collected product-related life-cycle data [1]. They can become an essential tool to support
the adoption of a circular economy and to realize the associated resource savings [1-4]
(cf. Section 2.1). However, despite the promises of DPPs, until now, there has been no
structured and stakeholder-involving analysis of the requirements for a DPP system.
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A DPP system can be defined as the cross-sectoral, underlying IT infrastructure
enabling the creation of upcoming DPPs. Current work in industry and science rather
focuses on solutions for content and policy-related concerns of DPPs but less on the
underlying technical aspects and requirements for the DPP system which will enable the
realization of DPPs (cf. Section 2.2). This paper aims to close this gap.

Thinking one step further, the question beyond this paper’s requirement analysis for
DPP systems is how to further leverage the collected information derived from the DPPs.
The insights from the analyzed DPPs should in the end help to establish a circular economy.
This can be achieved, for example, by providing information on different R-Strategies [5,6]
(e.g., reuse, repair, refurbish, remanufacture, and recycle) [7], or by enabling digital services
for the respective products (e.g., predictive maintenance).

To achieve the objective of this paper (i.e., the requirement analysis for DPP systems),
we first provide a brief overview on current DPP approaches, as well as existing work
on DPP systems requirements. Secondly, we identify cross-sectoral requirements for DPP
systems. The requirements are intended to apply to DPP systems that can be used in any
industry or sector. Therefore, we do not consider a specific industry/sector in this paper but
focus on the general, overarching requirements for DPP systems. Moreover, there are also
(nontechnical) requirements a DPP system will have to fulfill from the onset. For example,
it needs to be scalable and sustainable in itself, as it should not lead to rebound effects in
terms of environmental sustainability (e.g., carbon emissions).

Both stated objectives are expected to serve as a basis for discussion among the research
community in order to find an effective and timely solution for DPP systems.

2. Related Work
2.1. Digital Product Passports

According to the German Federal Ministry for the Environment, Nature Conservation,
Nuclear Safety and Consumer Protection” and the “Proposal for the new Ecodesign for
Sustainable Products Regulation” (ESPR) [8], a DPP contains information about a product’s
components and their origin but should also carry information for environmental and social
impact assessment around the production, use, and transformation phases of a product.
The information can then be used to establish circular economy business models, cf. [2,3,7].
One of the first examples to be realized is battery passport, which is drafted in the EU
battery regulation® [4].

We distinguish between the DPP and the DPP system. The DPP is the artifact consisting
of the data/information provided by the interacting stakeholders of a product’s value chain.
The DPP system is is the underlying IT/software system that enables the consolidation
of the data required for DPPs by facilitating the interaction between the various actors
along a product’s value chain, as well as the assignment of a physical product to the DPP.
Figure 1 shows the basic components of a DPP system. It is likely that DPP systems will
consist of many more components (e.g., registry and identifiers for the DPPs), but these
have not yet been sufficiently investigated and defined. We therefore intend to first identify
the DPP system requirements before deriving the specific DPP system components from
these requirements.

According to [1-4,7], the main goals of the DPP are to improve the circularity of
products in terms of the R-Strategies and to foster transparency and traceability of products,
materials, and components. In order to achieve these goals, a DPP is likely to contain the
following data:

*  Manufacturing data, such as the composition of a product, the materials used in
each component, details about the manufacturing process (e.g., joining technique,
binder), the physical and chemical properties of the materials employed, and infor-
mation regarding nonhazardousness or hazardousness to human health or to the
environment [1,7,9];

e Usage data, such as the documentation of any parts of a product that have been
replaced or repaired [7,10];
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¢  End-of-life data, such as the “documentation on collection, sorting, and treatment
during the End-of-Life (EoL) phase” [7] of a product;

e Life-cycle data, such as the sales volume of a product, which can be used to anticipate
how much waste to expect at any given time and the amount of resources that could
be recycled [7,11].

Interacting

Stakeholders

Figure 1. Basic components of a DPP System.

The information derived from the data contained in a DPP should enable stakeholders
in a product’s value chain to map information and improve their understanding of the
composition of the product, the environmental impacts of the production, and its use
phases, as well as recycling solutions at the end of the life cycle [7].

In the scientific community, research on the DPP is already being conducted in the
circular economy field. However, we observe that the current focus of the scientific research
is on the conceptual design and the sector-specific content of the DPP itself, rather than
on the underlying technical IT infrastructure (i.e., the DPP system). Adisorn et al. [1], for
example, discuss design options of the DPP and how the respective options might benefit
stakeholders in a product’s value chain. Their results are reflected in an actor-centered
analysis of potential advantages gained through the DPP. Donetskaya and Gatchin [12]
present their results on the development of requirements for the content of a DPP and
design solutions. As a result, they developed two types of requirements for the content of a
digital passport and for design solutions [12]. The first type addresses the specifics of the
activity of a particular company, and the second type addresses the specifics of the project
task [12]. Walden et al. [4] focus more on the overall circular economy system by examining
the concept of DPPs as a tool to implement and expand the circular economy. Additionally,
they discuss opportunities and challenges related to the development and adoption of DPPs
and investigate the battery passport [4]. Plociennik et al. [7] introduce DPP requirements
from different perspectives that should be fulfilled to make the DPP broadly applicable and
to promote a circular economy. In contrast, we investigate requirements for DPP systems
(i.e., the underlying technical infrastructure for the establishment of DPPs) and not for DPPs
themselves (i.e., content and design of DPPs). Additionally, a comprehensive overview on
existing DPP concepts can be found in the paper by Plociennik et al. [7]. A whitepaper,
which also provides an extensive overview on 76 initiatives pursuing the implementation
of DPPs, is presented by Jansen et al. [13]. Their whitepaper clearly shows that the current
DPP initiatives differ in the approaches they take and the goals they pursue [13]. However,
it must be considered that their work does not represent a peer-reviewed literature review.
Furthermore, it does not provide detailed information on the requirements for DPP systems.
In this context, it should also be mentioned that the current initiatives around DPPs do
not only consider products but also materials (i.e., material passports) [13]. One example
of such a material passport is the one from Madaster.* This pilot project was initiated to
promote the regional circular economy in the Amsterdam Metropolitan Area (AMA) by
offering materials passport for buildings [13].
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2.2. Existing Work on DPP Systems Requirements

The goal of this paper is to open up a more informed research-based approach to the
development of DPP systems. Recent work on DPP systems requirements can be found
in the scientific literature, as well as in the gray literature (e.g., whitepapers and blog
posts from industry-related companies and start-ups). However, in both the scientific and
gray literature, solutions are usually presented directly, which only implicitly suggest the
underlying requirements. We listed some examples below. However, we do not go into the
explicit requirements in this chapter, as these are described comprehensively in Section 4.

One example from the scientific literature is the contribution by Plociennik et al. [3]
in which they present their “Digital Lifecycle Passport for the Circular Economy”. In this
paper, Plociennik et al. [3] present a new solution for DPP implementation based on the
Asset Administration Shell (AAS), along with a suitable cloud platform instead of first
outlining the requirements for their underlying DPP system. It should be noted here that
their work is not a proof that AAS is suitable for arbitrary DPP use cases but rather a con-
ceptual contribution that requires more in-depth analysis. Hence, this needs to be further
investigated and tested in the future. Nevertheless, their paper [3] provides implications
for DPP systems requirements by outlining their solution explanations (i.e., what should
the DPP system do and why). The same applies to the contribution by Berg et al. [2] in
which they propose a solution for a DPP use case instead of identifying the underlying
requirements before presenting a solution. They show how to overcome information asym-
metry in the plastics value chain with DPPs [2]. In this context, Berg et al. [2] also outline
how decentralized identifiers and verifiable credentials can enable a circular economy
for plastics and describe design goals for an ecosystem that provides trusted electronic
product information.

Regarding gray literature on DPP systems requirements, one example is a blog post by
Spehrity.” Spherity is a well-respected start-up that builds decentralized identity manage-
ment solutions, inter alia, for DPP systems (see note 5). In 2021, they published a blog post
on the DPP and its technical implementation [9]. This article states requirements for DPPs
and elaborates on how the technical implementation of the underlying IT system could be
realized [9]. Moreover, they outline that the primary objective of DPPs is to perform data
analyses on the collected data across the entire value chain and that the greatest barrier
for the implementation of DPPs is not the technical feasibility but the agreement of all
actors along the supply chain on common standards [9]. Overall, despite that this blog
post briefly proposes some requirements for DPP systems, it also rather suggests a possible
solution instead of focusing on the requirements analysis for the DPP system in the first
place. Moreover, it must be noted that such a blog post does not represent scientific work
and therefore must be treated even more critically. Nevertheless, such gray literature is
another source to obtain important input for the requirements analysis for DPP systems.
This is especially important since the scientific literature in this area is quite limited at present.

3. Methodology

The requirements analysis in this paper is based on the state-of-the-art literature of
scientific and industry-related contributions concerning DPP systems (cf. Section 2.2), as
well as nine semistructured expert interviews. At this point, it must be considered that
the scientific field around DPPs is still quite new, and therefore the scientific literature on
DPPs, and especially DPP systems, is still limited. Therefore, in addition to the scientific
literature, we also took gray literature into account. The gray literature (e.g., blog posts
from industry/companies) must be assessed critically, as it has not been examined for
academic quality (i.e., peer reviews). Moreover, in most cases, the reviewed literature
does not provide direct DPP systems requirements but implies them through statements
and explanations of certain aspects and proposed solutions. We analyzed these and, in
synopsis with the findings from the expert interviews, derived the requirements for DPP
systems. Where we found contradictory statements, we point them out in Section 4, where
the identified DPP systems requirements are presented.
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The interviewed experts were selected based on their knowledge background and
activities in the field, demonstrated either by publishing, research projects, or activities in
norming and regulation. We asked the experts to refer us to other experts by means of a
snowball system. Eight of the nine interviewed experts are from industry (cf. Appendix A).
One expert works in research. This distribution also corresponds to our perception of the
extent to which the topic of the DPP has already arrived or is being addressed in industry
and academia. Since our objective for the expert interviews was to explore requirements
for DPP systems (i.e., for the underlying technical infrastructure of the upcoming DPPs),
all experts have a mainly technical background (cf. Appendix A). After reaching out to the
experts, the semistructured interviews took place online and remotely. The duration of the
interviews varied between thirty minutes and one hour. The structure of the requirement
analysis for the DPP systems refers to ISO/IEC 25010:2011(en) [14] for systems and software
quality requirements and evaluation. Accordingly, the questions to the interviewed experts
were also based on this structure. In addition, however, open questions were also asked
about other requirements and requirement categories, which are not included in ISO/IEC
25010:2011(en) [14]. In this context, for example, the category legal obligations was added, as
it turned out to be an important aspect during the requirements analysis (cf. Section 4.1).
Opverall, we conducted semistructured, exploratory interviews, since DPP systems represent
anew research area on which there is little literature from academia at present. The structure
of the expert interviews was dynamically adapted to the respective discussion. Therefore,
it must be taken into account in Section 4 that not all interviewed experts discussed the
completely same issues. Consequently, the expert statements are not quantifiable. However,
this was not the purpose of the conducted expert interviews.

4. Consolidated Requirements for DPP Systems

This section is structured into eight requirement categories. All eight categories and
their respective identified requirements refer to DPP systems. The categories are mainly
taken from ISO/IEC 25010:2011(en) [14] for system and software quality requirements and
assessment. Where necessary, they have been adapted and supplemented. For instance, the
category legal obligations was added because it turned out to be an important aspect during
the requirements analysis.

4.1. Legal Obligations

The DPP system must comply with regulations and standards, of which some are
just emerging. The European Commission’s “Proposal for the new Ecodesign for Sustain-
able Products Regulation” (ESPR) is among the most recent and important publications
concerning DPPs. It was published in late March 2022 and represents the introduction of
DPPs [8]. The ESPR provides a comprehensive overview of the mandatory and voluntary
information requirements of the upcoming DPPs, both in the main text (especially Articles
8 through 13) and in the annexes (especially Annex III). It also provides some implications
for the underlying IT infrastructure and the handling of DPPs. This concerns in particular
the establishment of a central registry for a unique identifier, which is required for linking
the DPPs and their respective physical objects (cf. Section 4.8) [8]. In addition to the central
registry, the ESPR currently seems to favor a decentralized approach, where data is stored
at the data provider’s preferred location.

Moreover, the Extended Producer Responsibility® (EPR) also plays an important
role for the design of a DPP system. The EPR was defined by the OECD in 2019 as
an environmental policy concept whereby the producer’s responsibility for a product is
extended to the postconsumption phase of the product’s life cycle [15]. Thus, the EPR
attempts, like the DPP itself, the integration of environmental quality data from products
and production processes into the entire product chain, and therefore should be considered
when creating a DPP system. The same applies to the “right to repair”” The “right to repair”
relates to an EU government legislation to prohibit manufacturers from erecting barriers
that prevent consumers from repairing and modifying their own consumer products



Systems 2023, 11,123

6 of 13

(e.g., electronic devices and automotive) (see note 7). This should enhance the reuse,
refurbishment, and repair of products in the EU and beyond. Thus, the EPR, as well as the
“right to repair”, should be addressed with the DPP, and therefore must be considered in
the design and implementation of a DPP system.

The General Data Protection Regulation (GDPR) was adopted in May 2018 [16]. It is
the most important regulation for the European market for data privacy and concerns the
protection of natural persons with regard to the processing of personal data and the free
movement of such data [16]. Personal data means any information relating to an identified
or an identifiable natural person [16]. Thus, the GDPR is expected to have important
implications for DPP handling if it comes to the processing of personal data (e.g., employee
data in the case of product maintenance). Potentially, there will be analogous efforts for IP
and know-how protection.

4.2. Functional Suitability

Functional suitability defines what a product or service should do and includes
functional completeness, correctness, and appropriateness [14]. The functional suitability
of a DPP system needs to fit the respective sector, industry, and use case.

Overall, according to the literature [1-4] and the majority of the interviewed experts,
the primary objective of the upcoming DPPs, which are created by a DPP system, is to sup-
port circular economy goals through transparency on products, components, and materials.

Moreover, according to the literature [1], DPP systems are designed to improve supply
chain transactions by tracking the entire value chain and sharing information about prod-
ucts, components, and materials (cf. Section 2.1). The majority of the interviewed experts
also claimed that the establishment of DPP systems must not hinder existing value chain
processes. Additionally, one of the interviewed experts emphasized that the quality and
safety of products, components, and materials must continue to be guaranteed.

To be more precise, for DPP systems to work properly, the actors in a value chain have
to provide information about their product, component, or material. They need to make
statements exclusively for the step for which they are responsible [9]. A DPP should consist
of the collected DPP information of all actors of a value chain [9]. For example, the raw
material producer has to make statements about the raw material and the process of raw
material extraction. The DPP system must therefore be capable of enabling such decen-
tralized collection of the information required for a DPP, and it must allow decentralized
actors to provide and receive this information. In addition, the members of the value chain
need to have the ability to determine the data storage location (i.e., cloud) of their DPP
information themselves [9]. Moreover, the majority of the interviewed industry experts
stressed the need to preserve the sovereignty of the industry and to reduce dependence on
central players.

4.3. Security, Confidentiality, and IP Protection

Among other aspects, security describes the degree to which a product or system
protects information and data, so that persons, other products, or systems have the degree
of data access appropriate to their types and levels of authorization [14]. These are described
in the following as requirements for building trust, confidentiality, and the protection of
the intellectual property (IP) throughout DPP systems.

When reviewing the contemporary literature related to DPP systems (cf. Section 2.2),
we found that, according to Guth-Orlowski [9] and Berg et al. [2], the secure exchange of
DPP data among the members of a product’s value chain is the most important requirement
across all sectors and industries. All nine interviewed experts confirmed this perception.

From a technical point of view, information in IT systems can be easily copied and
modified [2]. This implies that the information contained in a DPP needs to be verified with
regard to its origin, integrity, and compliance in order to create trust and confidentiality
along the entire value chain [2]. The respective actors should not be able to add, change,
or delete information about the product unnoticed. This means that the changes must be
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recorded or tracked by the DPP system (i.e., for nonrepudiation) [9]. In this context, one of
the interviewed experts emphasized that immutability has to be ensured, i.e., records in
the DPP itself must not be overwritten. Verified data could then serve as a certificate for
trustful information in terms of the origin and the production conditions [9]. With regard
to IP protection, according to Berg et al. [2], data providers must retain direct control
over their provided data (i.e., data sovereignty) and the data needs to be stored safe from
unauthorized access.

4.4. Accessibility

Accessibility describes the degree to which a product or system can be used by people
with the widest range of characteristics and capabilities to achieve a specified goal in a
specified context of use [14].

Certain information about a product is often a well-guarded company secret (e.g., its
composition or supply chain) [9]. According to Guth-Orlowski [9], secrecy in terms of IP
protection is one of the main reasons for the access control mechanisms of DPP systems. Hence,
access rules for the DPP system need to be determined. For example, it could be defined that
the Federal Environment Agency may access the carbon footprint of a production step [9].
Overall, the data consumers and members of a DPP system should only have access to the
information they need, which results in appropriate access authorizations.

Apart from that, according to one of the interviewed experts with an industry back-
ground, it is important to distinguish between small and medium-sized companies (SMEs)
and larger organizations, since some SMEs do not have their own information system.
In many countries, there is no suitable IT system available at the material supplier’s or
manufacturer’s site. They often only have smartphones, and therefore a smartphone ap-
plication connection to the DPP system is required. Hence, participation opportunities in
DPP systems for those members of the value chain who do not have their own information
system has to be established. Moreover, Guth-Orlowski [9] states that there must be no cost
or technical barriers to participation in the DPP system that exclude small economic actors.
In addition, one of the interviewed experts claimed that there is often no stable internet
connection. Thus, the respective data need to be cached locally and uploaded later to the
DPP system when a stable internet connection is ensured.

4.5. Interoperability

Interoperability describes the degree to which two or more systems can exchange
information and use the information that has been exchanged [14].

According to the majority of the interviewed experts and Berg et al. [2], a sufficient de-
gree of interoperability of the DPP system is necessary for exchanging information between
stakeholders across company boundaries. Regarding the requirement of interoperability,
shared and common semantics make it possible to understand the content and the meaning
of information and character strings up to the autonomous interaction of different sys-
tems [17]. Data schemes describing the product should ideally be standardized [2], or at
least be supported by a broad consensus. In this way, it is known in which structure or
schema the searched character strings are arranged. If this requirement is met, a DPP can
be processed by different DPP systems, and/or the information of a DPP can be provided
by the DPP system to external requesters via an application interface (API).

In addition, the majority of the interviewed experts stated that not only the interop-
erability between the different members of a DPP system must be ensured but also the
interoperability within the IT and data infrastructure of a single member (e.g., a manufac-
turer). Such a DPP system member must be able to collect all the necessary DPP information
it needs to provide to the other value chain members. Therefore, the DPP system member
must be able to get the required information into the respective DPP.
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4.6. Modularity and Modifiability

Modularity and modifiability refer to the degree to which the DPP system is composed
of discrete components, such that a change to one component has minimal impact on other
components [14]. Global value chains involve a large number of players who frequently
change [9]. Likewise, according to Guth-Orlowski [9], the required attributes that a DPP
must contain evolve continuously. For a DPP system, this means that it needs to have
the flexibility to add actors, products, or product attributes, change them, and remove
actors or information that is no longer needed [9]. Evolvability is an important aspect of
information integration and applies to DPP systems as well, since they will most likely
need to enable a variety of frequent changes related to the products and participants in the
value chain. As most modern information systems, DPP systems must be easily expandable
and ready for broader, international use to accommodate additional market participants
and use cases [2].

The majority of the interviewed experts confirmed the aspects that we found in the
literature stated above.

4.7. Availability and Time Behavior

The DPP information needs to be available through the DPP system whenever it is
needed. The time behavior depends on the specific use case. In some use cases, real-time
data are required. In other use cases, it might be sufficient to collect and analyze the
respective DPP data once a day, or even once a week. Consequently, for some use cases,
certain parts of a DPP system must be real-time capable and might therefore be outsourced
to the edge if machines and systems are to be operated on the basis of the information from
the DPP (cf. use case described in [3]).

The conducted expert interviews did not provide any additional information on
this requirement.

4.8. Portability

Portability refers to the degree of effectiveness and efficiency with which an IT system
can be transferred from one hardware, software, or other IT system to another [14]. In this
paper, portability is understood as the requirement that the product identifiers, and thus the
respective DPP information, need to be transferable from one software system to another.
The product identifiers are needed to connect the physical products to their respective
digital information [2]. The portability of these product identifiers, i.e., the possibility of
finding the product identifier with a different software system, represents an important
requirement in a decentralized DPP system. This means that portable product identifiers
are crucial, because otherwise a product cannot be identified in a decentralized DPP system.
In this context, Berg et al. [2] also outline that “the digital identities must remain permanent
and must be usable in various systems and networks, thus implement the openness to
various digital ecosystems”. Moreover, Berg et al. [2] claim that the system that issues the
product identities (i.e., a registry) must have no central intermediary, in order to avoid the
risks of a central, single point of failure.

Accordingly, the majority of the experts interviewed emphasized that product identi-
fiers should be referenceable and harmonizable throughout the EU. This is necessary in
order to be able to track the entire life cycle of a product and to be able to analyze and use
the relevant information collected by the DPP system and thus contained in a DPP.

5. Identified Gaps for DPP System Requirements and Discussion

Overall, we identified two gaps concerning DPP systems requirements. This means
that we did not find any information on the following aspects within the literature or
during the expert interviews. In the following, we briefly elaborate on these identified gaps
for DPP systems requirements.

Energy and Resource Utilization: In the literature and during the interviews, we
could not find any information on the energy and resource utilization of DPP systems
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themselves. Therefore, we identify this as a critical gap in terms of sustainability and
see the risk of rebound effects when DPP systems are scaled up. More specifically, we
see a risk that the resource and energy consumption for deploying DPP systems in some
use cases could have a greater negative environmental impact than the counteracting
positive environmental impact from the data insights (i.e., higher energy and resource
consumption for DPP system deployment and use than energy and resource savings from
DPP data analysis.). However, this is only a hypothesis at this stage and needs to be further
investigated in the future.

Data Privacy: Data privacy goes beyond data security qualities. The objective is that
attackers, even if they gain access to the respective data, would not be able to receive
meaningful insights from these data [18]. The privacy of shared DPP information has to
be guaranteed if it comes to the collection and processing of personal data (e.g., employee
data in the case of product maintenance). In this context, legal requirements, such as the
GDPR, have to be fulfilled [2]. With regard to the expert interviews, the majority of the
experts considered the topic of data privacy to be less relevant for the time being, since it
is primarily product data that are considered in the upcoming DPPs, not personal data.
However, the experts agreed that if personal data (e.g., data of employees) are involved
in DPPs, these data must be treated in a privacy-aware way and in accordance with the
prevailing privacy regulations (e.g., the GDPR).

Summarized, we identified the DPP systems’ requirements and their gaps. In the
following, we briefly discuss how these requirements for DPP systems could possibly
be implemented. Moreover, we put it in the context of product life-cycle management
(PLM), since PLM is closely related to DPP systems, as it manages the entire life cycle of a
product [19].

One concept which could be used as the backbone of DPP systems is data spaces.
For example, as mentioned in the EU Battery Regulation,®. the collection of DPP information
must correspond to the “open data space” of a DPP [9].

Data spaces are a contemporary construct for sharing data. They are therefore a
possible solution for DPP systems. According to Reiberg et al., a data space is defined as
“a federated, open infrastructure for sovereign data sharing, based on common policies,
rules and standards” [20]. In other words, a data space refers to a type of data relationship
between trusted partners and represents an approach to information integration.” The de-
centralized approach of a data space provides the basis for digital sovereignty, as data can
remain in the sphere of influence of the data originator until they are retrieved (see note 9).
Overall, a multitude of data spaces for various purposes exist, as shown in the Data Space
Radar.'” Based on our identified requirements for DPP systems (cf. Table 1), we consider
the approach of using the concept of data spaces as the backbone of DPP systems to be
feasible. However, we clearly emphasize that the identified requirements need to be further
investigated in order to derive more evidence and more specific implications in terms of
the actual implementation of such a DPP data space.

Furthermore, most of our identified requirements are not new for the general integra-
tion of heterogeneous systems and for the purposes of data sharing. Such work has been
established in other areas of production science, such as, for example, in the literature on
the digital thread concept, or similar work on product life-cycle management (PLM) [21].
However, the identified requirements are new in the context of DPP systems. Consequently,
for the future investigation of DPP systems requirements, this means that a translation of
the requirements from PLM research (e.g., digital threads [21]) into the context relevant
for DPPs should be conducted. Semantic interoperability, for example, is an obvious re-
quirement, and it will be useful to define interoperability in terms of the specific types of
systems required to exchange information within a DPP system. However, in order to do
this, the specific types of systems must be defined first. Consequently, this represents a
crucial next step for the future development of DPP systems. For future work, it would
be helpful to explore this need in more detail and provide a framework that would allow
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DPP system stakeholders to evaluate their approaches/solutions against the DPP system
requirements we identified in this paper.

Summarized, the identified requirements in Section 4 provide an overview of the current
discussion on requirements for DPP systems and will likely be expanded upon and more
detailed as more research is conducted on this topic in the future. Nevertheless, they provide a
solid foundation on which further research on DPP system requirements can expand.

Table 1. Overview of identified DPP systems requirements.

Requirement Categories Identified Requirements

Legal obligations

- Ensure compliance with the Proposal for the new Ecodesign for Sustainable
Products Regulation (ESPR)

- Ensure compliance with Extended Producer Responsibility (EPR) and EU
government legislation “right to repair”

- Ensure compliance with the General Data Protection Regulation (GDPR)

- Need to fit the respective sector, industry, and use case
- Allow actors to make statements exclusively for the information for which

Functional suitability they are responsible

- Allow decentralized data storage locations for the DPP information
- Enable the decentralized collection of the information required for a DPP

Security, confidentiality, and IP protection

- Ensure nonrepudiation

- Enable data verification

- Ensure data sovereignty

- Ensure secure data storage

Interoperability

- Provide clear semantics
- Standardize data schemas describing the products
- Provide an application interface (API) for data provision and data request

Modularity and modifiability

- Ensure flexibility to add/edit/remove actors, products, or product attributes
- Ensure readiness for broader, international use

Accessibility

- Allow the determination and implementation of access rules
- Ensure participation opportunities for actors who do not have their own
information system

Availability and time behavior

- Ensure appropriate availability of the DPP information (depends on use case)
- Enable real-time data if needed (depends on use case)

Portability

- Ensure that product identifiers and the DPP information are transferable from
one software system to another

- Avoid a centrally managed register for the product identifiers

- Ensure that product identifiers are referenceable and harmonizable through-
out the entire EU

6. Conclusions

This paper represents the first academic contribution to investigate the requirements
for DPP systems. We accomplished this requirements analysis based on a literature re-
view of scientific and industry contributions to the topic, as well as from nine semistruc-
tured expert interviews. We investigated eight requirement categories in accordance with
ISO/IEC 25010:2011(en) [14] and thereby identified several requirements for DPP systems
(cf. overview of identified requirements per category in Table 1). Overall, the reviewed
literature and the majority of the interviewed experts emphasize that, currently, the biggest
hurdles are the confidential exchange of information and the alignment between all stake-
holders (e.g., the agreement on common standards). In addition, we determined two gaps
with regard to the identified requirements. The first gap addresses the energy and resource
utilization of DPP systems, which is crucial in terms of the scalabilty and sustainability of
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such solutions. The second identified gap is data privacy, which goes beyond data security
aspects and concerns personal data. We also briefly elaborated on the current discussion to
use the concept of data spaces as the backbone of DPP systems. Based on our identified
requirements for a DPP system, we consider this approach to be feasible. However, we see
the need to examine the identified requirements in more detail in the future.

Summarized, this paper is intended to build the basis for further exploration of
DPP systems requirements. It should help to fill the current knowledge gaps related
to DPP systems to eventually establish scalable and sustainable data handling for the
circular economy.
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Appendix A. Description of Interviewed Experts

1.  The expert has a background in IT law, security, and privacy. The expert’s main
activities are legal consulting, research in the field of security, privacy, and IT law, as
well as technology consulting.

2. The expert is a software developer at a platform for sustainable fashion in the sense
of the circular economy. The expert has several years of professional experience in
software development and a technical background in computer science.

3. The expert is a senior IT architect at a large, global technology company active in
digitalization and modern IT/OT technologies. The expert represents the technology
company as a technical lead, officer, and primary representative in industrial stan-
dardizations. In European Union research, the expert is active in the area of software
and services.

4. The expert is a researcher and senior manager in the field of sustainability and circular econ-
omy and has a background in engineering and computer science. In doing so, the expert
helps international companies derive sustainable benefits from digital transformation.

5. The expert works for one of the world’s largest automotive suppliers and designs,
develops, and implements sustainability management in the field of sustainable
construction and circular economy.

6.  The expert has a background in electrical engineering and is the head of a standardization
department for electrification products at a large international company that produces
electrical equipment, robotics, and automation technology. The expert is also involved in
industry-wide market and technology initiatives, working as a solution architect.

7. The expert has a background in information technology and has worked for several
years as a business development manager in the area of product innovation for a
medium-sized international software and consulting company which is specializes in
compliance, risks, and sustainability. The expert’s current focus is on DPPs and the
underlying IT architecture (i.e., the DPP system).

8.  The expert is a project manager of research and innovation projects for a medium-
sized international software and consulting company which specializes in compliance,
risks, and sustainability. The expert’s current focus is on blockchain-based circular
economy and DPPs.
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9.  The expert works at a large, global technology company. After research work and
several years as a consultant, the expert took over the management of gas turbine
development. Since 2016, the expert has headed the “External Collaboration” of the
company department, which is responsible for research policy and funding alignment
at the national and international level.

Notes

g o= W

(o))

https:/ /www.rfidjournal.com/that-internet-of-things-thing (accessed on 9 January 2023).

https:/ /www.bmuv.de/en/team1/digital-policy-agenda-for-the-environment/industry-40-and-circular-economy (accessed on
9 January 2023)

https:/ /ec.europa.eu/commission/presscorner/detail /en/ip_20_2312 (accessed on 9 January 2023).

https:/ /madaster.com/ (accessed on 9 January 2023).

https:/ /spherity.com/about/ (accessed on 9 January 2023).

https:/ /www.oecd.org/environment/extended-producer-responsibility.htm (accessed on 15 February 2023).

https:/ /www.europarl.europa.eu/RegData/etudes/BRIE /2022 /698869 /EPRS_BRI(2022)698869_EN.pdf (accessed on 15 February
2023).

https:/ /www.europarl.europa.eu/RegData/etudes/BRIE/2021/689337 /EPRS_BRI(2021)689337_EN.pdf (accessed on 9 January
2023)

https://gaia-x.eu/what-is-gaia-x/core-elements/data-spaces/ (accessed on 9 January 2023).
https:/ /internationaldataspaces.org/adopt/data-space-radar/ (accessed on 9 January 2023).

References

1.

10.

11.

12.

13.

Adisorn, T.; Tholen, L.; Gotz, T. Towards a Digital Product Passport Fit for Contributing to a Circular Economy. Energies 2021,
14, 2289. [CrossRef]

Berg, H.; Kulinna, R.; Stocker, C.; Guth-Orlowski, S.; Thiermann, R.; Porepp, N. Overcoming Information Asymmetry in the Plastics
Value Chain with Digital Product Passports: How Decentralised Identifiers and Verifiable Credentials Can Enable a Circular Economy for Plastics;
Working Paper 197, Wuppertal Papers; Wuppertal Institut fiir Klima, Umwelt, Energie: Wuppertal, Germany, 2022. [CrossRef]
Plociennik, C.; Pourjafarian, M.; Nazeri, A.; Windholz, W.; Knetsch, S.; Rickert, J.; Ciroth, A.; do Carmo Precci Lopes, A.; Hagedorn, T.;
Vogelgesang, M.; et al. Towards a Digital Lifecycle Passport for the Circular Economy. In Proceedings of the 29th CIRP Conference
on Life Cycle Engineering, Leuven, Belgium, 4-6 April 2022; Volume 105, pp. 122-127.: 10.1016/j.procir.2022.02.021. [CrossRef]
Walden, ].; Steinbrecher, A.; Marinkovic, M. Digital Product Passports as Enabler of the Circular Economy. Chem. Ing. Tech. 2021,
93,1717-1727. [CrossRef]

Potting, J.; Hekkert, M.; Worrell, E.; Hanemaaijer, A. Circular Economy: Measuring Innovation in the Product Chain; PBL Netherlands
Environmental Assessment Agency, The Hague, 2017.

Berg, H.; Le Blévennec, K.; Kristoffersen, E.; Strée, B.; Witomski, A.; Stein, N.; Bastein, T.; Ramesohl, S.; Vrancken, K. Digital
circular economy as a cornerstone of a sustainable European industry transformation; In White Paper—ECERA European Circular
Economy Research Alliance—20 October; 2020. [CrossRef]

Plociennik, C.; Pourjafarian, M.; Saleh, S.; Hagedorn, T.; Carmo Precci Lopes, A.d.; Vogelgesang, M.; Baehr, J.; Kellerer, B,;
Jansen, M.; Berg, H.; et al. Requirements for a Digital Product Passport to Boost the Circular Economy. In Proceedings of the
INFORMATIK 2022, Hamburg, Germany, 26-30 September 2022; Demmler, D., Krupka, D., Federrath, H., Eds.; Gesellschaft fiir
Informatik: Bonn, Germany, 2022; pp. 1485-1494. [CrossRef]

European Commission. Proposal for a Regulation of the European Parliament and of the Council Establishing a Framework for Setting Ecodesign
Requirements for Sustainable Products and Repealing Directive 2009/125/EC; European Commission: Brussels, Belgium, 2022.
Guth-Orlowski, D.S. The digital product passport and its technical implementation. Medium.com 2021, 10, 2021.

Tucker, C.; Kim, H. Predicting Emerging Product Design Trend by Mining Publicly Available Customer Review Data. In Proceedings
of the DS 68-6: Proceedings of the 18th International Conference on Engineering Design (ICED 11), Impacting Society through
Engineering Design, Vol. 6: Design Information and Knowledge, Lyngby, Copenhagen, Denmark, 15-19 August 2011; pp. 43-52.
Lell, O.; Muste, V.,; Thorun, C. Férderung des nachhaltigen Konsums durch digitale Produktinformationen: Bestandsaufnahme
und Handlungsempfehlungen Teilbericht 2020. Available online: http://www.umweltbundesamt.de/publikationen (accessed on
15 February 2023)

Donetskaya, ].V.; Gatchin, Y.A. Development of Requirements for the Content of a Digital Passport and Design Solutions. ]. Phys.
Conf. Ser. 2021, 1828, 012102. [CrossRef]

Jansen, M.; Gerstenberger, B.; Bitter-Krahe, J.; Berg, H.; Sebestyén, J.; Schneider, J. Current Approaches to the Digital Product Passport
for a Circular Economy: An Overview of Projects and Initiatives; Technical Report; Wuppertal Institut fiir Klima, Umwelt, Energie:
Wuppertal, Germany, 2022; Volume 198. Available online:. (accessed on 9 January 2023). [CrossRef]


https://www.rfidjournal.com/that-internet-of-things-thing
https://www.bmuv.de/en/team1/digital-policy-agenda-for-the-environment/industry-40-and-circular-economy
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2312
https://madaster.com/
https://spherity.com/about/
https://www.oecd.org/environment/extended-producer-responsibility.htm
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/698869/EPRS_BRI(2022)698869_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689337/EPRS_BRI(2021)689337_EN.pdf
https://gaia-x.eu/what-is-gaia-x/core-elements/data-spaces/
https://internationaldataspaces.org/adopt/data-space-radar/
http://doi.org/10.3390/en14082289
http://dx.doi.org/10.48506/opus-7940
http://dx.doi.org/10.1016/j.procir.2022.02.021
http://dx.doi.org/10.1002/cite.202100121
http://dx.doi.org/10.13140/RG.2.2.13769.36966.
http://dx.doi.org/10.18420/inf2022_127
http://www.umweltbundesamt.de/publikationen
http://dx.doi.org/10.1088/1742-6596/1828/1/012102
http://dx.doi.org/10.48506/opus-8042 (accessed on 9 January 2023)

Systems 2023, 11,123 13 of 13

14.

15.

16.

17.

18.

19.

20.

21.

ISO/IEC 25010:2011; ISO/IEC 25010:2011 Systems and software engineering — Systems and software Quality Requirements and
Evaluation (SQuaRE) — System and software quality models. ISO: 2011.

Hilton, M.; Sherrington, C.; McCarthy, A.; Borkey, P. Extended Producer Responsibility (EPR) and the Impact of Online Sales;
OECD Publishing: 2019. Available online: https://doi.org/10.1787 /cde28569-en (accessd on 9 January 2023).

Parliament, E.; Council, E. Regulation (EU) 2016/ 679 of the European Parliament and of the Council—of 27 April 2016—on the
protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/ 46/ EC (General Data Protection Regulation), Official Journal of the European Union, Brussels, Belgium, 2016.
DIN; DKE. German Standardization Roadmap Industrie 4.0—Version 4; 2020. Available Online: https:/ /www.din.de/blob/65354 /57
218767bd6da1927b181b9f2a0d5b39 /roadmap-i4-0-e-data.pdf (accessed on 9 January 2023)

Domingo-Ferrer, J.; Sanchez, D.; Soria-Comas, J. Database Anonymization: Privacy Models, Data Utility, and Microaggregation-
based Inter-model Connections. Synth. Lect. Inf. Secur. Priv. Trust. 2016, 8, 1-136. [CrossRef]

Ameri, F; Dutta, D. Product Lifecycle Management: Closing the Knowledge Loops. Comput.-Aided Des. Appl. 2013, 2, 577-590.
[CrossRef]

Reiberg, A.; Niebel, C.; Kraemer, P. Was ist ein Datenraum?—Definition des Konzeptes Datenraum, 2022. Available online:
https:/ /www.bmwk.de/Redaktion/DE/Publikationen/Digitale-Welt/ whitepaper-definition-des-konzeptes-datenraum.pdf?
__blob=publicationFile&v=6 (accessed on 9 January 2023)

Bajaj, M.; Hedberg, T. System Lifecycle Handler - Spinning a Digital Thread for Manufacturing. INCOSE Int. Symp. 2018,
28, 1636-1650. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://doi.org/10.1787/cde28569-en
https://www.din.de/blob/65354/57218767bd6da1927b181b9f2a0d5b39/roadmap-i4-0-e-data.pdf
https://www.din.de/blob/65354/57218767bd6da1927b181b9f2a0d5b39/roadmap-i4-0-e-data.pdf
http://dx.doi.org/10.2200/S00690ED1V01Y201512SPT015
http://dx.doi.org/10.1080/16864360.2005.10738322
https://www.bmwk.de/Redaktion/DE/Publikationen/Digitale-Welt/whitepaper-definition-des-konzeptes-datenraum.pdf?__blob=publicationFile&v=6
https://www.bmwk.de/Redaktion/DE/Publikationen/Digitale-Welt/whitepaper-definition-des-konzeptes-datenraum.pdf?__blob=publicationFile&v=6
http://dx.doi.org/10.1002/j.2334-5837.2018.00573.x

